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A	
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  Lis3ng	
  



fraud	
  detec3on	
  architecture	
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agenda	
  

•  real-­‐3me	
  (faster)	
  
•  scalability	
  (more)	
  



why	
  real-­‐3me	
  at	
  ebay?	
  

•  mandated	
  by	
  business	
  model	
  
– auc3ons	
  
– sign-­‐in	
  

•  customer	
  experience	
  
–  response	
  3me	
  vs.	
  hourglass	
  	
  
–  reputa3on	
  of	
  a	
  product	
  

•  revenue	
  impact	
  
– pre-­‐transac3on	
  vs.	
  transac3on	
  



study	
  of	
  revenue	
  vs.	
  latency	
  

•  number	
  of	
  bids	
  /	
  user	
  vs.	
  latency	
  in	
  ms	
  

latency	
  (ms)	
  

#	
  bids	
  



what’s	
  included	
  in	
  a	
  decision?	
  

•  data	
  prepara3on	
  
– data	
  retrieval	
  
–  lookup	
  data	
  
– data	
  normaliza3on	
  /	
  transforma3on	
  

•  predic3ve	
  analy3cs	
  models	
  
– neural	
  networks	
  

•  business	
  rules	
  



what’s	
  taking	
  all	
  the	
  3me?	
  

data	
  retrieval	
  
65%	
  data	
  

normaliza3on	
  
10%	
  

lookup	
  
20%	
  

nn	
  
2%	
  

rules	
  
3%	
  

percentage	
  of	
  ,me	
  



Opportuni3es	
  for	
  low	
  latency	
  #1	
  

•  rules	
  are	
  cpu-­‐intensive	
  and	
  need	
  some	
  working	
  
memory	
  

•  mul3-­‐core	
  and	
  distributed	
  computa3on	
  
*note:	
  we	
  use	
  stateless	
  sequen3al	
  evalua3on	
  

rule	
  1	
  
rule	
  2	
  
rule	
  3	
  
rule	
  4	
  



opportuni3es	
  for	
  low	
  latency	
  #2	
  
•  neural	
  networks	
  are	
  vector	
  and	
  matrix	
  computa3on	
  

intensive	
  
•  CUDA	
  and	
  GPU	
  

–  cuda-­‐convnet:	
  hYp://code.google.com/p/cuda-­‐convnet/	
  
–  FANN:	
  hYp://leenissen.dk/fann/html_latest/files2/gpu-­‐txt.html	
  



opportuni3es	
  for	
  low	
  latency	
  #3	
  

•  database	
  calls	
  are	
  latency	
  killers	
  
– ~6ms/call	
  (oracle,	
  pk	
  hit,	
  within	
  datacenter,	
  fiber-­‐
op3cs	
  wired)	
  

– 25ms	
  addi3onal	
  network	
  latency	
  SJC	
  <-­‐>	
  PHX	
  

•  biggest	
  bang	
  for	
  your	
  buck!	
  

data	
  
retrieva

l	
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10%	
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  of	
  ,me	
  



data	
  collec3on	
  latency	
  

•  can	
  we	
  reduce	
  database	
  calls?	
  
– goal:	
  fewer	
  roundtrips,	
  lower	
  latency	
  

•  can	
  we	
  reduce	
  fetch	
  size?	
  
– goal:	
  avoid	
  large	
  I/O	
  transmiYed	
  

•  can	
  we	
  parallelize	
  database	
  calls?	
  
– goal:	
  maximize	
  throughput	
  of	
  data	
  moving	
  

•  can	
  we	
  eliminate	
  database	
  calls?	
  
– goal:	
  data	
  at	
  your	
  finger3ps	
  



reduce	
  number	
  of	
  db	
  calls	
  	
  

•  can	
  we	
  sacrifice	
  less	
  important	
  data?	
  
– define	
  less	
  important	
  J	
  
– variables	
  that	
  do	
  not	
  trigger	
  rules?	
  
– what	
  if	
  the	
  variable	
  is	
  always	
  true?	
  	
  

if	
  	
  
	
  seller	
  has	
  credit	
  card	
  on	
  file	
  and	
  	
  
	
  seller	
  has	
  no	
  outstanding	
  balance	
  
Then	
  …	
  
(what	
  if	
  prerequisite	
  of	
  selling	
  is	
  having	
  credit	
  card	
  on	
  
file?)	
  

	
  



reduce	
  number	
  of	
  db	
  calls	
  

•  excessive	
  logic:	
  
if	
  	
  

	
  number	
  of	
  transac3ons	
  in	
  90	
  days	
  >	
  100	
  and	
  
	
  number	
  of	
  transac3ons	
  in	
  60	
  days	
  >	
  100	
  	
  

then…	
  
•  conflic3ng	
  logic:	
  

if	
  	
  
	
  user	
  registered	
  <	
  90	
  days	
  ago	
  and	
  	
  
	
  user	
  has	
  no	
  ac3vi3es	
  more	
  than	
  180	
  days	
  

then…	
  



reduce	
  number	
  of	
  db	
  calls	
  
•  pre-­‐fetch	
  
–  do	
  we	
  need	
  all	
  the	
  prefetched	
  data?	
  

•  find	
  data	
  not	
  used	
  by	
  decisions	
  and	
  stop	
  loading	
  
•  what	
  if	
  new	
  rules	
  need	
  them?	
  

•  lazy	
  load	
  with	
  in-­‐memory	
  caching	
  
–  short-­‐circui3ng:	
  

•  if	
  a	
  and	
  b	
  then…	
  -­‐>	
  if	
  a	
  is	
  false,	
  b	
  is	
  not	
  needed.	
  
•  if	
  cheap	
  condi3on	
  and	
  expensive	
  condi3on	
  then…	
  

–  but	
  is	
  cheap	
  condi3on	
  really	
  cheaper?	
  
•  rule	
  1:	
  if	
  expensive	
  condi3on	
  then…	
  
•  rule	
  2:	
  if	
  cheap	
  condi3on	
  and	
  expensive	
  condi3on	
  then…	
  

–  challenge:	
  difficult	
  to	
  es3mate	
  cost	
  of	
  decisions	
  



reduce	
  fetch	
  size	
  

•  pre-­‐aggrega3on	
  of	
  data	
  
–  raw	
  data:	
  	
  

transac3ons	
  =	
  get	
  history	
  (6	
  months);	
  
for	
  each	
  transac3on	
  in	
  transac3ons	
  

	
  total	
  value	
  +=	
  transac3on.value;	
  
–  aggregated	
  data:	
  

total	
  value	
  =	
  get	
  aggregated	
  value	
  (6	
  months,	
  today);	
  

•  aggregated	
  offline,	
  or,	
  lazily	
  populated	
  
•  what	
  if	
  staleness	
  can’t	
  be	
  tolerated?	
  



reduce	
  fetch	
  size	
  

•  hybrid	
  mode	
  (aggregated	
  data	
  +	
  raw	
  data)	
  	
  
total	
  value	
  up-­‐to-­‐yesterday	
  =	
  get	
  aggregated	
  value	
  (6	
  months	
  ago,	
  

	
   	
   	
   	
   	
   	
  yesterday);	
  
transac3ons	
  today	
  =	
  get	
  transac3ons	
  today;	
  
for	
  each	
  transac3on	
  in	
  transac3ons	
  today	
  

	
  total	
  value	
  today	
  +=	
  transac3ons	
  today.value;	
  
total	
  value	
  =	
  total	
  value	
  up-­‐to-­‐yesterday	
  +	
  total	
  value	
  today	
  



paralleliza3on	
  of	
  db	
  calls	
  

paralleliza3on	
  of	
  I/O	
  opera3ons	
  does	
  not	
  add	
  
burden	
  to	
  CPU	
  

cau3on:	
  overwhelmed	
  databases	
  because	
  
of	
  increased	
  concurrent	
  queries	
  
	
  



get	
  rid	
  of	
  db	
  calls	
  

•  run	
  rules	
  with	
  locality	
  
•  distributed	
  hash	
  table	
  (dht)	
  as	
  data	
  store	
  

node	
  0	
  
(user_id	
  %	
  5	
  =	
  0)	
  

node	
  2	
  
(user_id	
  %	
  5	
  =	
  2)	
  

node	
  3	
  
(user_id	
  %	
  5	
  =	
  3)	
  

node	
  1	
  
(user_id	
  %	
  5	
  =	
  1)	
  

node	
  4	
  
(user_id	
  %	
  5	
  =	
  4)	
  

db	
  

rules	
  

rules	
  

rules	
  rules	
  

rules	
  

smart	
  rou3ng	
  



scalability	
  



scalability	
  

•  volume	
  at	
  ebay	
  /	
  day	
  
– 30	
  million	
  sign-­‐in	
  
– 20	
  million	
  bids/purchases	
  
– 15	
  million	
  new	
  lis3ngs	
  
– 10	
  million	
  revisions	
  
– 8	
  million	
  messages	
  

•  15,000	
  fraud	
  detec3on	
  rules	
  
•  2	
  rules	
  deployments	
  /	
  week	
  
•  30	
  million	
  fired	
  rules	
  /	
  day	
  



horizontal	
  scalability	
  

•  decision	
  applica3on	
  hardware	
  
– 300	
  app	
  servers	
  for	
  synchronous	
  decisions	
  
– 160	
  app	
  servers	
  for	
  asynchronous	
  decisions	
  

•  decision	
  database	
  hardware	
  	
  
– par33ons	
  

•  divide	
  the	
  single	
  database	
  into	
  mul3ple	
  ones	
  
•  each	
  one	
  takes	
  less	
  load	
  and	
  contains	
  less	
  data	
  



database	
  par33ons	
  

•  what’s	
  the	
  best	
  par33on	
  formula?	
  
eg.,	
  a	
  transac3on	
  table	
  with	
  seller,	
  buyer,	
  ip_address	
  
–  data	
  access	
  paYern	
  

•  find	
  all	
  transac3ons	
  by	
  seller-­‐>	
  par33on	
  by	
  seller	
  
–  how	
  about	
  find	
  transac3ons	
  by	
  pair?	
  

•  find	
  all	
  users	
  using	
  the	
  same	
  ip	
  address	
  -­‐>	
  par33on	
  by	
  ip	
  
–  uniformity	
  

•  powersellers	
  who	
  have	
  dispropor3onally	
  large	
  data	
  
•  user	
  index	
  lookup	
  	
  

1.  find	
  host	
  by	
  user	
  
2.  find	
  data	
  by	
  user	
  on	
  host	
  

	
  



rules	
  scalability	
  -­‐	
  authoring	
  
when	
  numbers	
  of	
  variables,	
  rules	
  and	
  analysts	
  increase…	
  
•  management	
  of	
  variables	
  

–  locate	
  the	
  desired	
  variables	
  
–  mutual	
  correct	
  understand	
  the	
  meaning	
  of	
  the	
  variables	
  

•  organiza3on	
  of	
  rules	
  
–  quickly	
  find	
  and	
  navigate	
  to	
  desired	
  rules	
  

•  valida3on	
  of	
  rules	
  
–  find	
  conflicts	
  
–  check	
  completeness	
  

•  change	
  control	
  of	
  rules	
  
–  access	
  control	
  
–  approval	
  chain	
  
–  versioning	
  



rules	
  scalability	
  -­‐	
  deployment	
  

•  rules	
  deployment	
  includes	
  
– valida3on	
  (resources,	
  logical	
  constraints,	
  etc.)	
  
– parsing	
  and	
  extrac3on	
  
– compila3on	
  
– persistence	
  	
  
– staging	
  

•  “con3nuous	
  integra3on”	
  of	
  rules	
  
– find	
  problems	
  earlier	
  and	
  more	
  frequently	
  
– deployment	
  is	
  ready	
  when	
  you	
  need	
  it	
  



rules	
  scalability	
  –	
  sta3s3cal	
  tes3ng	
  

tes3ng	
  
environment	
  

produc3on	
  
environment	
  

produc3on	
  
rule	
  hits	
  

tes3ng	
  rule	
  
hits	
  

repor3ng	
  

100%	
  

10%	
  

rules	
  a	
  

rules	
  b	
  



rules	
  scalability	
  –	
  mark	
  up	
  

•  aYended	
  mark	
  up	
  
– hot	
  swap	
  of	
  rules	
  

•  no	
  interrup3on	
  of	
  service	
  
•  staging	
  of	
  rules,	
  or	
  rather,	
  serialized	
  objects,	
  locally	
  

– phased	
  mark	
  up	
  
•  new	
  and	
  old	
  rules	
  need	
  to	
  be	
  able	
  to	
  coexist	
  
•  valida3on	
  and	
  monitoring	
  of	
  rule	
  hits	
  
•  1st	
  box	
  -­‐>	
  25%	
  -­‐>	
  50%	
  -­‐>	
  bake	
  -­‐>	
  100%	
  
•  50%	
  of	
  app	
  servers	
  ==	
  50%	
  expected	
  rule	
  hits?	
  



rules	
  scalability	
  –	
  mark	
  up	
  

•  unaYended	
  mark	
  up	
  
– all	
  the	
  tasks	
  from	
  aYended	
  markup,	
  automated	
  
– pause	
  and	
  alert	
  administrator	
  on	
  excep3ons	
  

•  using	
  rules	
  to	
  monitor	
  rules	
  
–  if	
  volume	
  of	
  rule	
  >	
  threshold	
  and	
  rule	
  ac3on	
  =	
  block	
  then	
  
pause	
  and	
  alert	
  

–  if	
  volume	
  of	
  rule	
  >	
  threshold	
  and	
  volume	
  of	
  rule	
  <	
  disaster	
  
level	
  then	
  con3nue	
  and	
  alert	
  

–  if	
  volume	
  of	
  rule	
  in	
  new	
  version	
  >	
  125%	
  of	
  old	
  version	
  and	
  rule	
  
has	
  modifica3on	
  then	
  pause	
  and	
  alert	
  



rules	
  scalability	
  -­‐	
  monitoring	
  



rules	
  scalability	
  -­‐	
  deployments	
  	
  

app	
  server	
   app	
  server	
   app	
  server	
  

rules	
  

rules	
   rules	
   rules	
  

deployer	
  

ci	
  

rule	
  
repository	
  

authoring	
  

rules	
  
data	
  obj	
  

rules	
  
data	
  obj	
  

rules	
  
data	
  obj	
  

rules	
  
data	
  obj	
  

filer	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

rules	
   rules	
   rules	
  

monitoring	
  
report	
  



thank	
  you	
  
kenny	
  shi 	
   	
  kshi@ebay.com	
  



backup	
  slides	
  



what	
  is	
  a	
  real-­‐3me	
  decision?	
  

•  a	
  not-­‐so-­‐real-­‐3me	
  
decision:	
  

	
  

•  a	
  real-­‐3me	
  decision:	
  

	
  



models	
  architecture	
  

data	
  
warehouse	
  

training	
  

models	
  deployer	
  

model	
  run3me	
  

mode	
  
service	
  

run3me	
  environment	
   analy3cal	
  environment	
  



models	
  deployment	
  

•  very	
  similar	
  approaches	
  as	
  rules	
  
– horizontally	
  scalable	
  run3me	
  (65	
  vm	
  internal	
  
cloud)	
  

– hot	
  swappable	
  
– phased	
  mark	
  up	
  
– Soaking	
  infrastructure	
  (sta3s3cal	
  tes3ng)	
  



interoperability	
  b/w	
  rules	
  &	
  models	
  

•  both	
  rules	
  and	
  models	
  need	
  access	
  to	
  data	
  
•  ouen	
  same	
  data!	
  
•  rule-­‐based	
  data	
  prepara3on	
  
– share	
  abundance	
  of	
  rule	
  variables	
  
– expressiveness	
  of	
  rules	
  to	
  populate	
  model	
  input	
  

•  if	
  user’s	
  country	
  is	
  usa	
  and	
  paypal	
  account	
  is	
  on	
  file	
  
then	
  set	
  value	
  (true)	
  for	
  variable	
  (“payment	
  on	
  file”)	
  
•  If	
  user’s	
  country	
  is	
  germany	
  and	
  ach	
  is	
  on	
  file	
  then	
  set	
  
value	
  (true)	
  for	
  variable	
  (“payment	
  on	
  file”)	
  

	
  


